COPPER COUNTRY INTERMEDIATE SCHOOL DISTRICT
BYLAWS AND POLICIES — ACCEPTABLE USE POLICY

7540 - COMPUTER TECHNOLOGY AND NETWORKS

The Board of Education is committed to the effective use of technology to both enhance the
quality of student learning and the efficiency of District operations. It also recognizes that
safeguards have to be established to ensure that the District's investment in both hardware and
software is achieving the benefits of technology and inhibiting negative side effects.

The Superintendent is directed to establish administrative guidelines not only for proper
acquisition of technology but also to ensure that staff and students are making appropriate and
ethical use of the computers and other equipment as well as any networks that may be
established.

The Superintendent shall also ensure that both staff and students are adequately informed about
disciplinary actions that will be taken if District technology and/or networks are abused in any way
or used in an illegal or unethical manner.

7540.01 - TECHNOLOGY PRIVACY

The Board of Education recognizes its staff members' right to privacy in their personal lives. This
policy serves to inform staff members of the Board's position with respect to staff-member privacy
in the educational and workplace setting and to protect the Board's interests.

All computers, telephone systems, electronic mail systems, and voice mail systems are the
Board's property and are to be used primarily for business purposes. The Board retains the right
to access and review all electronic and voice mail, computer files, data bases, and any other
electronic transmissions contained in or used in conjunction with the Board's computer system,
telephone system, electronic mail system, and voice mail system. Staff members should have no
expectation that any information contained on such systems is confidential or private.

Review of such information may be done by the Board with or without the staff member's
knowledge. The use of passwords does not guarantee confidentiality, and the Board retains the
right to access information in spite of a password. All passwords or security codes must be
registered with the Board. A staff member's refusal to permit such access may be grounds for
discipline up to and including discharge.

Computers, electronic mail, and voice mail are to be used for business and educational purposes.
Personal messages via Board-owned technology should be limited in accordance with the
Superintendent's guidelines. Staff members are encouraged to keep their personal records and
personal business at home.

Because the Board's computer and voice mail systems are to be used primarily for business and
educational purposes, staff members are prohibited from sending offensive, discriminatory, or
harassing computer, electronic, or voice mail messages.

The Board is interested in its resources being properly used. Review of computer files, electronic
mail, and voice mail will only be done in the ordinary course of business and will be motivated by
a legitimate business reason. If a staff member's personal information is discovered, the contents
of such discovery will not be reviewed by the Board, except to the extent necessary to determine



if the Board's interests have been compromised. Any information discovered will be limited to
those who have a specific need to know that information.

The administrators and supervisory staff members authorized by the Superintendent have the
authority to search and access information electronically.

All computers and any information or software contained therein are property of the Board. Staff
members shall not copy, delete, or remove any information or data contained on the Board's
computers/servers without the express permission of the Superintendent or designee or
communicate any such information to unauthorized individuals. In addition, staff members may
not copy software on any Board computer and may not bring software from outside sources for
use on Board equipment without the prior approval of the Superintendent. Such pre-approval will
include a review of any copyright infringements or virus problems associated with such outside
software.
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7540.02 - DISTRICT WEB PAGE

The Board of Directors authorizes the creation of web sites by employees and students of the
School District to be published on the World Wide Web. The creation of web sites by students
must be done under the supervision of a professional staff member. These web sites must reflect
the professional image of the District, its employees, and students. The content of all pages must
be consistent with the Board's Mission Statement and is subject to prior approval of the
Superintendent or designee.

The purpose of such web sites is to educate, inform, and communicate. The following criteria
should be used to guide the development of such web sites:

A.  Educate

Content provided in the web site should be suitable for and usable by students and
teachers to support the curriculum and the Board's Objectives as listed in the Board's
Strategic Plan.

B. Inform

Content may inform the community about the school, teachers, students, or
departments, including information about curriculum, events, class projects, student
activities, and departmental policies.

C. Communicate

Content may provide an avenue to communicate with the community.

The information contained on the web site should reflect and support the Board's Mission
Statement, Educational Philosophy, and the School Improvement Process.

When the content includes a photograph or information relating to a student, the Board will abide
by the provisions of Policy 8330 - Student Records.

All links included on the pages must also meet the above criteria and comply with State and
Federal law (e.g. copyright laws, Children's Internet Protection Act).



Under no circumstances is a web site to be used for commercial purposes, advertising, political
lobbying, or to provide financial gains for any individual.

Pages should reflect an understanding that both internal and external audiences will be viewing
the information.

School web sites must be located on Board-affiliated servers.

The Superintendent shall prepare administrative guidelines defining the standards permissible for
web site use.

The Board retains all proprietary rights related to the design of web sites and/or pages that are
hosted on the Board's servers, absent written agreement to the contrary.

Students who want their class work to be displayed on the Board's web site must have written
parent permission and expressly license its display without cost to the Board.

Prior written parental permission is necessary for a student to be identified by name on the
Board's website.

Adopted 10/20/99
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7540.03 - STUDENT NETWORK AND INTERNET ACCEPTABLE USE AND
SAFETY

Advances in telecommunications and other related technologies have fundamentally altered the
ways in which information is accessed, communicated, and transferred in our society. Such
changes are driving the need for educators to adapt their means and methods of instruction, and
the way they approach student learning, to harness and utilize the vast, diverse, and unique
resources available on the Internet. The Board of Education is pleased to provide Internet
services to its students. The Board encourages students to utilize the Internet in order to promote
educational excellence in our schools by providing them with the opportunity to develop the
resource sharing, innovation, and communication skills and tools which will be essential to life
and work in the 21* century. The instructional use of the Internet will be guided by the Board's
policy on Instructional Materials.

The Internet is an electronic highway connecting computers and users in the District with
computers and users worldwide. Access to the Internet enables students to explore thousands of
libraries, databases, and bulletin boards, while exchanging messages with people throughout the
world. Access to such an incredible quantity of information and resources brings with it, however,
certain unique challenges.

First, and foremost, the Board may not be able to technologically limit access to services through
the Board's Internet connection to only those that have been authorized for the purpose of
instruction, study and research related to the curriculum. Unlike in the past when educators and
community members had the opportunity to review and screen materials to assess their
appropriateness for supporting and enriching the curriculum according to adopted guidelines and
reasonable selection criteria (taking into account the varied instructional needs, learning styles,
abilities, and developmental levels of the students who would be exposed to them), access to the
Internet, because it serves as a gateway to any publicly available file server in the world, will open
classrooms and students to electronic information resources which have not been screened by
educators for use by students of various ages.



The Board has implemented technology protection measures which block/filter Internet access to
visual displays that are obscene, child pornography or harmful to minors. The Board utilizes
software and/or hardware to monitor online activity of students to restrict access to child
pornography and other material that is obscene, objectionable, inappropriate and/or harmful to
minors. Nevertheless, parents/guardians are advised that a determined user may be able to gain
access to services on the Internet that the Board has not authorized for educational purposes. In
fact, it is impossible to guarantee students will not gain access through the Internet to information
and communications that they and/or their parents/guardians may find inappropriate, offensive,
objectionable or controversial. Parents/Guardians assume risks by consenting to allow their child
to participate in the use of the Internet. Parents/Guardians of minors are responsible for setting
and conveying the standards that their children should follow when using the Internet. The Board
supports and respects each family's right to decide whether to apply for independent student
access to the Internet.

The Superintendent is directed to prepare guidelines which address students' safety and security
while using e-mail, chat rooms and other forms of direct electronic communications, and prohibit
disclosure of personal identification information of minors and unauthorized access (e.qg.,
"hacking") and other unlawful activities by minors online.

Building principals are responsible for providing training so that Internet users under their
supervision are knowledgeable about this policy and its accompanying guidelines. The Board
expects that staff members will provide guidance and instruction to students in the appropriate
use of the Internet. All Internet users (and their parents if they are minors) are required to sign a
written agreement to abide by the terms and conditions of this policy and its accompanying
guidelines.

Students and staff members are responsible for good behavior on the Board's computers/network
and the Internet just as they are in classrooms, school hallways, and other school premises and
school sponsored events. Communications on the Internet are often public in nature. General
school rules for behavior and communication apply. The Board does not sanction any use of the
Internet that is not authorized by or conducted strictly in compliance with this policy and its
accompanying guidelines. Users who disregard this policy and its accompanying guidelines may
have their use privileges suspended or revoked, and disciplinary action taken against them.
Users granted access to the Internet through the Board's computers assume personal
responsibility and liability, both civil and criminal, for uses of the Internet not authorized by this
Board policy and its accompanying guidelines.

The Board designates the Superintendent as the administrator responsible for initiating,
implementing, and enforcing this policy and its accompanying guidelines as they apply to the use
of the Network and the Internet for instructional purposes.

H.R. 4577, P.L. 106-554, Children's Internet Protection Act of 2000

47 U.S.C. 254(h), (1), Communications Act of 1934, as amended

20 U.S.C. 6801 et seq., Part F, Elementary and Secondary Education Act of 1965,
as amended

18 U.S.C. 2256

18 U.S.C. 1460

18 U.S.C. 2246

Adopted 1/16/02

7540.04 - STAFF NETWORK AND INTERNET ACCEPTABLE USE AND
SAFETY




Advances in telecommunications and other related technologies have fundamentally altered the
ways in which information is accessed, communicated, and transferred in our society. Such
changes are driving the need for educators to adapt their means and methods of instruction, and
the way they approach student learning, to harness and utilize the vast, diverse, and unique
resources available on the Internet. The Board of Education is pleased to provide Internet service
to its staff. The Board encourages staff to utilize the Internet in order to promote educational
excellence in our schools by providing them with the opportunity to develop the resource sharing,
innovation, and communication skills and tools which will be essential to life and work in the 21°
century. The Board encourages the faculty to develop the appropriate skills necessary to
effectively access, analyze, evaluate, and utilize these resources. The instructional use of the
Internet will be guided by the Board's policy on Instructional Materials.

The Internet is an electronic highway connecting computers and users in the District with
computers and users worldwide. Access to the Internet enables staff members to explore
thousands of libraries, databases, and bulletin boards, while exchanging messages with people
throughout the world. Access to such an incredible quantity of information and resources brings
with it, however, certain unique challenges.

First, and foremost, the Board may not be able to technologically limit access to services through
the Board's Internet connection to only those that have been authorized for the purpose of
instruction, study and research related to the curriculum. Unlike in the past when educators and
community members had the opportunity to review and screen materials to assess their
appropriateness for supporting and enriching the curriculum according to adopted guidelines and
reasonable selection criteria (taking into account the varied instructional needs, learning styles,
abilities, and developmental levels of the students who would be exposed to them), access to the
Internet, because it serves as a gateway to any publicly available file server in the world, will open
classrooms and students to electronic information resources which have not been screened by
educators for use by students of various ages.

The Board has implemented technology protection measures which block/filter Internet access to
visual displays that are obscene, child pornography or harmful to minors. The Board utilizes
software and/or hardware to monitor online activity of staff members to restrict access to child
pornography and other material that is obscene, objectionable, inappropriate and/or harmful to
minors. The Superintendent may disable the technology protection measure to enable access for
bona fide research or other lawful purposes.

The Superintendent is directed to prepare guidelines which address students' safety and security
while using e-mail, chat rooms and other forms of direct electronic communication, and prohibit
disclosure of personal identification information of minors and unauthorized access (e.g.,
"hacking™) and other unlawful activities by minors online. Staff members are reminded that
personally identifiable student information is confidential and may not be disclosed without prior
written parental permission.

Building principals are responsible for providing training so that Internet users under their
supervision are knowledgeable about this policy and its accompanying guidelines. The Board
expects that staff members will provide guidance and instruction to students in the appropriate
use of the Internet. All Internet users are required to sign a written agreement to abide by the
terms and conditions of this policy and its accompanying guidelines.

Staff members are responsible for good behavior on Board's computers/network and the Internet
just as they are in classrooms, school hallways, and other school premises and school sponsored
events. Communications on the Internet are often public in nature. General school rules for
behavior and communication apply. The Board does not sanction any use of the Internet that is
not authorized by or conducted strictly in compliance with this policy and its accompanying
guidelines. Users who disregard this policy and its accompanying guidelines may have their use



privileges suspended or revoked, and disciplinary action taken against them. Users granted
access to the Internet through the Board's computers assume personal responsibility and liability,
both civil and criminal, for uses of the Internet not authorized by this policy and its accompanying
guidelines.

The Board designates the Superintendent as the administrator responsible for initiating,
implementing, and enforcing this policy and its accompanying guidelines as they apply to the use
of the Network and the Internet for instructional purposes.

H.R. 4577, P.L. 106-554, Children's Internet Protection Act of 2000

47 U.S.C. 254(h), (1), Communications Act of 1934, as amended

20 U.S.C. 6801 et seq., Part F, Elementary and Secondary Education Act of 1965,
as amended

18 U.S.C. 2256

18 U.S.C. 1460

18 U.S.C. 2246

Adopted 1/16/02



